Security classification: public — company overview for presentation purposes

7. KALWEIT [TS

Reliable IT security for large
corporations and SMEs

Company Profile

www.kalweit-its.de/en



Security classification: public - company overview for presentation purposes

7. KALWEIT ITS

Independent experts Iin
cyber resilience

We are an independent cybersecurity consulting and audit firm with more than nine years of experience and over
400 projects delivered across highly regulated industries. Our expertise begins where technology vendors, large
system integrators, and global consulting firms often reach their limits.

Our core discipline is manual IT security assessments. This gives us deep insight into how real attackers operate,
how they think, plan, and exploit vulnerabilities in practice. We translate this perspective into effective, actionable
security measures. In doing so, we combine an attacker’'s mindset with the operational constraints of regulated
organisations. The result is security that is technically robust, regulatorily sound, and operationally viable.

For large enterprises, regulated sectors, and critical infrastructure operators, we deliver manual security
assessments and strategic security consulting wherever a deep understanding of real attacker behaviour is
essential.

For mid-sized organisations, we act as a long-term strategic partner, taking responsibility for the overall security
posture. This includes managing all security-relevant aspects and ensuring that cybersecurity remains stable,
consistent, and operationally effective.

We stand for independent, high-quality cybersecurity services designed for real-world conditions and resilient
under pressure.

We rely exclusively on permanently employed experts, as true
security is built on trust, continuity, and accountability.
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Founding story

Who would have expected that an idea to identify security vulnerabilities would
grow into a recognised cybersecurity company within just eight years. At 16,
supported by a special authorisation from the local court, | began working as a
freelancer from my childhood bedroom. One year later, | founded what is now
KALWEIT ITS GmbH.

From the start, the focus was clear: understand systems the way attackers do
and turn that insight into real security improvements. Year by year, the work
became more structured, more demanding, and more impactful. Today, we
operate for leading organisations across retail, banking, and insurance. For the
past six years, we have served as the primary penetration testing provider for
one of Germany'’s largest employers with more than 350,000 employees.

We work exclusively with permanent in-house experts. Independent, owner-
managed, and focused on delivering substance over noise. If you are looking
for cybersecurity that is direct, rigorous, and built on real-world testing, we
should talk.
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Sven Philipp Kalweit
Managing Partner & Founder

ZEITasHAMBURG —
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Germany’s most in-demand
contract hacker

FOCUS

», The fresh face of digital transformation...”

DIE&ZEIT

“I've always been fascinated by uncovering
flaws in systems.”

Handelsblatt

“Philipp Kalweit is 18 years old -
and a contract hacker” (2018)
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We think like attackers.
And act like partners.
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Independent and vendor-neutral

We provide independent, vendor-neutral consulting with
continuous personal availability, without call centre or ticketing
structures.

Industry understanding meets IT expertise.

Across healthcare, financial services, banking, energy, and critical
infrastructure sectors, we are familiar with both the regulatory
requirements and the operational realities of your industry.

Consulting methodology

Effective cybersecurity is need-based, clear, and practical. Our
expertise is rooted in what matters most: the attacker’s
perspective.

In a partnership of equals

Grounded in traditional Hanseatic merchant values, we stand for
reliability, integrity, and long-term partnership, ensuring that
cybersecurity and trust go hand in hand.
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Service portfolio

When addressing the world’s greatest business risk, we
rely on permanently employed specialists.

Offensive IT auditing - the pinnacle of our work.

Manual penetration testing

Web applications

Perimeter testing

Mobile applications
Infrastructure

loT, SAP, WLAN

Cloud (AWS, Azure, GCP)

Red teaming

Managed penetration testing
services

Phishing simulations

OSINT and dark web intelligence
Security assessments for SMEs
Digital forensics

Consulting

IT security consulting

o Security concepts

o ISMS and compliance

o Risk assessments
Incident management

IT security build-up and architecture
IT security sparring partner
DevSecOps

DORA

NIS2

GDPR
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Cyber Resilienz

Virtual CISO

External Information Security Officer (ISB)
External Data Protection Officer (DPQO)
Cyber incident simulations

Incident response services

Akademie

o Lectures and keynotes

« Security awareness programmes

« Capture-the-flag (CTF) challenges and
hackathons
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Recognised experts
IN broadcast media
and television

“Attack from Moscow - Is our infrastructure at
risk?”

Specialist interviewee in a television documentary

Forbes DIE&LZEIT
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professional

“The duel of Al giants and its implications for IT

security”

SECURITY

Guest author article

“MalRDP - New threat via Remote Desktop

Protocol”

brand eins

Guest author article
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IT security is built on trust.
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Specialised in what others
overlook.

Company headquarter W ET Phone
KALWEIT ITS GmbH hello@kalwe.it +49 40 285 301 250
Rathausstr. 3 vortrag@kalwe.it Mon-—Fri 07:30-19:00

(including all national and regional public

20095 Hamburg presse@kalwe.it holidays in Germany)
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